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International Biometric Group at a Glance

Core Capabilities

Biometric Consulting and Integration Services

Locations Main office in New York City, offices in Washington D.C. and London
Employees 30
Website www.biometricgroup.com
Address International Biometric Group
One Battery Park Plaza
New York, NY 10004
Tel 212-809-9491
fFax 212-809-6197
Email contact@biometricgroup.com

Products and Services

Design, build, and integrate vendor-independent biometric systems for
applications from large-scale ID to point-of-sale

Consult for agencies designing and procuring biometric systems, formulating

biometric policy, and developing implementation strategies.

Develop strategies for vendors, systems integrators, and high-tech firms
expanding into new markets and developing new technologies
Comparative Biometric Testing and Biometric Performance Certification
Market projections and analysis; technology reports

Spoofing and security testing; evaluation of emerging technologies

Key Differentiators

Vendor-independent and technology-neutral

Hands-on expertise with all biometric technologies since 1996

Breadth of proven biometric capabilities, from research to strategic
development to technical design and deployment

Real-world experience in biometric applications spanning network access,
identification systems, surveillance, multimodal and fusion systems
Central role in U.S. international biometric standards development

Ability to develop standards-compliant, interoperable solutions

Extensive history of technical and strategic guidance to government and
Fortune 500 companies around the world

Government Contracting

GSA Schedule 70
Certified Small Disadvantaged Business (SDB)
CCR Registered

Facility clearance; most personnel with SECRET or TOP SECRET clearances

Representative IBG Clients

Technology and Government Sector Banking and
Transportation State, Federal, and International Financial Sector

¢ American Airlines e California DMV e Charles Schwab

e Diebold e Department of Homeland Security o Citibank

e Intel e Hong Kong Immigration Department e Deutsch Bank

¢ Kensington ¢ National Institute of Justice e Fidelity Investments

e Lockheed Martin e Transport Canada e Financial Services

e Microsoft e Federal Aviation Administration Technology Consortium

¢ Raytheon e U.S. Army e IFCiT World Bank

¢ Sony e White House OSTP o Visa
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IBG: Delivering Strategies and Technical Solutions to Government and Industry

International Biometric Group (IBG) is the biometric industry's leading consulting and integration firm.

IBG has delivered vendor-independent, technology-neutral services to government and Industry since 1996.

IBG Integration and Technology Services

IBG designs, integrates, and deploys biometric
systems for commercial and government
applications

IBG leverages 10 years of experience with biometric
matchers, middleware, and sensors to build
customized systems for government and commercial
clients. Being vendor-independent and technology-
neutral, IBG delivers systems that support multiple
matchers and technologies.

IBG supports client development efforts in
applications ranging from large-scale ID systems to
surveillance to point-of-sale.

IBG Consulting

IBG provides expertise in biometric technologies and
unique insights into biometric market opportunities

IBG consults for agencies designing and procuring
biometric systems, formulating biometric policy, and
developing implementation strategies. IBG subject
matter experts deliver real-world experience in
system performance, interoperability, and standards
compliance. Government consulting services
include:

« RFP and business case development for large-
scale projects

« Project management, IV&V, and privacy impact
assessments

IBG helps biometric vendors, systems integrators,
and high-tech firms build viable businesses in
biometrics. IBG provides expertise in expansion into
new biometric markets and development of new
biometric technologies. Commercial consulting
services include:

e Technology and market assessment; product
development roadmaps and ROI analysis

e Customized performance testing and SWOT
analysis

IBG Research and Testing

IBG provides thought leadership in research topics
from performance and security to market analysis
IBG research spans technology benchmarking,
performance and security testing, market and
industry analysis, and emerging technology
evaluation. IBG Research and testing services
include the following:

e Comparative Biometric Testing and Biometric
Performance Certification

e Market and technology reports, including
Biometrics Market and Industry Reports

« Spoofing and security evaluations; evaluation of
cutting-edge technologies and emerging
modalities

IBG has offices in New York City, Washington D.C.,
and London. Visit us at www.biometricgroup.com.
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Integration and Technology Services

IBG designs, integrates, and deploys affordable, efficient systems for commercial and government
applications from Civil ID to surveillance and access control

Building robust biometric systems requires a range
of engineering, development, and architecture skills.
IBG leverages its 10 years of experience with
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biometric matchers, middleware, and sensors to
build customized systems for government and
commercial clients.

Being vendor-independent and technology-neutral,
IBG specializes in building "future-proof" systems
that support multiple matchers and technologies.

IBG delivers biometric system components - such as
user interfaces and fusion modules - as well full end-
to-end systems.

In addition to delivering custom systems, IBG also
provides biometric engineers and developers to
systems integrators and technology firms in need of
technical subject matter expertise.

Biometric Management System

Many IBG development and Integration projects
leverage our Biometric Management System (BMS).
BMS is a lightweight biometric transaction platform
optimized for integration into third-party systems.
IBG has integrated best-of-breed fingerprint, face,
and iris matchers and quality tools into BMS.

BMS features include the following:

e Customizable design
I Each BMS implementation is custom-
designed for specific customer requirements
I Supports multiple data formats and
communications protocols

e Scalable architecture
1T Deployments can scale to support millions of
enrollees and transactions
1 Efficient request parsing and routing

o Lightweight code
1T Java-based architecture
I Supports enroliment, verification, watchlist
identification, and full database identification

o Affordable implementation
i IBG offers no-cost BMS licensing to
qualifying customers
T An easy-to-deploy alternative to off-the-shelf
biometric platforms

Designed for speed and flexibility, BMS optimizes
search times and scalability through quality, source,
and modality-based filters. IBG is currently
supporting a range single-modality and multimodal
BMS implementations from 50,000 to 5,000,000
enrollees.
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Consulting Services

IBG consultants provide expertise in biometric applications and technologies and unigue insights into

biometric markets

Government Services

Working with IBG helps government agencies build
secure efficient systems, save resources and protect
our homeland..

IBG designs and procures biometric systems,
formulates biometric policy, and develops biometric
implementation strategies.

IBG provides subject matter experts with years of
experience in system performance, interoperability,
standards-compliance, and system architecture.

IBG has worked with California Department of Motor
Vehicles since 2001, providing guidance on design,
requirements, and implementation of one of the
worl dés | argest bi omestCAI
DMV deploy fingerprint and face recognition to
nearly 30m DL/ID card holders.

IBG has worked with Texas Health and Human
Services Commission since 2003, providing
independent evaluator services for the Medicaid
Access Card program. With over 1,000 providers
and over 150,000 Medicaid recipients, the MAC
program is one of the largest health care
applications of biometrics. IBG evaluates fraud,
smart card technologies, and system costs.

Directly after 9/11, IBG worked with TSA and White
House OSTP to develop a strategy to protect the
U.S. critical infrastructure and borders.

c

Industry Services

Working with IBG helps commercial organizations
built viable businesses in biometrics.

IBG consults for commercial clients looking to
expand into new markets and develop or improve
cutting-edge technologies. Firms from Diebold to
Raytheon to Lockheed Martin have turned to IBG to
develop business strategies and capitalize on
biometric market opportunities.

IBG performs customized performance testing and
security evaluations, providing results that help
vendors and integrators deliver better products and
systems.

BG bag provided strategic Bi@ctitnern building
successful biometrics businesses to dozens of
biometric vendors, systems integrators, and high-
tech firms.

IBG's vendor-independent and technology-neutral
consulting services range from privacy impact
assessments and requirements development to
interoperability testing and IV&V.

IBG has worked with face recognition, iris
recognition, fingerprint, middleware, and emerging
technology vendors to design interfaces, develop
products, and scope market opportunities.
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Research Services

From groundbreaking iris recognition testing to authoritative market and technology reports, IBG
research answers the biometric industry's most challenging questions

IBG research spans technology benchmarking,
performance and security testing, market and
industry analysis, and emerging technology
evaluation.

Federally-Funded Multimodal and Advanced
Technology Research

IBG has successfully executed over $2m in
federally-funded biometrics research for agencies
including NIJ, DHS, DoD, DoS, and White House
OSTP. IBG helps agencies define their research
agendas by providing objective, extensive data on
the state of the art in biometric technologies.

Commercial Technology Evaluation

In the last year, IBG has tested novel iris recognition
algorithms, new-to-market vascular recognition
systems, high-resolution fingerprint systems, and

.

advanced neural-net multimodal algorithms. IBG is
uniquely capable of guiding new technology
development and testing unique approaches to
solving biometric problems.

Spoof Testing and Vulnerability Assessments

IBG maintains a spoofing and penetration lab in its
New York facilities, testing attacks and
countermeasures for government and commercial
clients. IBG works with biometric vendors to evaluate
vulnerabilities in developmental and finished
products.

Comparative Biometric Testing (CBT)

| BG6s Comparati veproBides metri c

authoritative data on biometric system accuracy and
usability. Since 1998, IBG has tested over 50
systems through CBT, including fingerprint, face, iris,
vein, voice, signature, and hand geometry. IBG uses
CBT data to certify commercial systems against
objective performance benchmarks and
benchmarks.

IBG Test Database

To support its technology research, IBG has
collected over 100,000 fingerprint, face, and iris
images for use in large-scale algorithm testing,
multimodal system testing, and quality algorithm
evaluation. IBG's datasets have been acquired over
a period of years through various sensors and
operating environments. IBG's correlated, controlled-
collection datasets are the ideal platform for
benchmarking new technologies.

Biometrics Market and Industry Report 2006-2010

IBG's Biometrics Market and Industry Report 2006-
2010 is the industry's most comprehensive and
authoritative industry analysis, providing insight into
the future growth of biometric technologies,
applications, and markets.
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Case Studies

California DMV: RFP Development and Technology Guidance on 35m-Enrollee ID System

Project Summary

Business case development, comparative technology analysis, legacy data evaluation, and RFP
development for a 35m-enrollee identification system

IBG Responsibilities

perception.
Evaluate legal framework for biometric usage

Evaluated image processing methods for potential hardware and software shortcomings
Assist in business case development for large-scale duplicate detection system

e Ratet echnol ogiesé comparative ability to address
Estimate deployment costs for range of biometric systems

¢ Highlight problem areas in privacy, security, response time, accuracy, legacy systems, and public

Assess quality of legacy fingerprint images for potential use in a new AFIS system
Assist in RFP development and vendor evaluation criteria
Provide updates on state-of-the-art technologies in other programs and jurisdictions

IBG has worked with California DMV since 2001,
providing guidance on design, requirements, and
implementationofoneof t he worl dés
biometric ID systems.

IBG has addressed the technical and strategic
challenges associated with deploying fingerprint and
face recognition to nearly 30 millionDr i ver 6s
License/ID card holders. IBG helped develop a
business case and strategic plan for deployment of
biometrics at over 100 DMV offices, addressing
aspect of biometric usage from costs to accuracy to
detailed process flows.

| BG6s t e-mdependent mengpective allowed it
to evaluate the viability of deploying a range of
technologies, while its hands-on experience allowed
it to make realistic assessments of which
technol ogies might #dAafito
environment.

The scale of CA DMV's application posed special
challenges in the areas of 1:N matching and privacy.
argest

| BG6s compr ehensi vsealabiltyder st an
performance, and privacy issues in biometrics were

central to program success.lnaddi t i on, | BGO6s
in developing interoperability standards for license

h &subhbhdidedCalifiquépRripecive Snlidhd- | N 9

term system functionality.
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